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Abstract: Recently due to the increasing popularity of cloud computing, the people are attracting

their services and offers without knowing the security threats. Users think that that cloud is more
secure as compared to any other services. This fact leads to serious problems for users. This is why
the security of the cloud has become a major issue. In this paper, we investigate the recent and most
common threats of cloud computing. After a detailed investigation, we discuss the seven major
threats related to cloud computing. These risks are related to cloud computing and are the main
guidance for risk analysis for organizations or customers to switch their services on the cloud
computing platform. The organization or customers must know about these threats before adapting
any cloud service or interface. This paper will guide the new researchers in the field of cloud
computing and its security services to design more secure and reliable solutions in the future.
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1. Introduction

C loud computing is based on hardware and software components to deliver different processing, storage, and analysis
services over the network. Through cloud computing, users can easily access their files and also use applications
from any device by using the Internet such as Gmail, Dropbox, and Skype applications. Cloud is a big pool of accessible
and usable virtualization resources. Nowadays, due to the low prices of cloud computing platforms,’ it became the most
relevant and famous thing in IT businesses. So, all the major companies like Microsoft, Amazon, and Google are using
cloud computing. The system of cloud computing consists of two ends: the front end and the back end. The front end is a
user end or user interface where the user is accessing services from the cloud through his devices. The back end is a cloud
of the system where all the services and information are stored [1, 2]. According to the research in [3], nowadays cloud
computing lies in the top ten technologies. Cloud computing is like a computer prototype and it is a distributed architecture
which is distributing all the resources, services, and data over the network insecure, efficient, and timeless manner. It is
fulfilling all the functional and non-functional requirements like availability, security, agility, scalability, and reliability. It
is a combination of many technologies like Service Oriented Architecture, Business Models, and Virtualization. The cloud
computing services have proved better services as compared to traditional old services.
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Cloud computing is reaching towards the points where computing things have great potential and promising functions
which we cannot yet imagine. It is a new concept that has the goal to make computational resources available as services on
demand in limited time and minimum cost. It is based on three business models: SaaS (Software-as-a-Service), laaS
(Infrastructure-as-a-Service), and PaaS (Platform-as-a-Service) [4, 5]. The key functions of business models are as follows:

+ SaaS allows the customers to run their applications with the help of visualization hardware on the cloud provider
resources like Salesforce Customers Relationship Management (CRM).

« laaS provides a container environment for customers to deploy their custom applications with their dependencies
like Google App Engine.

« PaaS provides hardware platforms in the form of services such as database services, network services like
Amazon Elastic Compute Cloud (EC2).
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Architecture

Figure 1: Cloud Security Taxonomy [6]

Cloud computing consists of five essential characteristics which are On-demand Self-service, Broad network access,
Resource pooling, Rapid elasticity, and Measured services. It also consists of three deployment models Public, private, and
Hybrid [5]. Figure 2 shows the three deployment models of cloud computing.
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Figure 2: Cloud Deployment Models
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Private cloud is based on a private setup like an organization's internal data center, in this, the cloud vendors provide
services to the organization, and the resources and applications are managed by the organization itself. Only some people
can access the information. On the other hand, public clouds can be accessed by many people like through the internet,
billing, etc. These clouds are less secure than the other models. A hybrid cloud is basically a mixture of public and private
clouds. It is a more secure model than others. It’s a combination of virtual and physical assets [7]. This paper main
objective is to investigating the recent security threats in cloud computing and possible solutions to protect the user data
and make cloud services more reliable and beneficial. The other objectives of this paper are as follows:

»  Discuss the cloud computing architecture to understand the services and layers of cloud computing
» Discuss the recent threats faced by cloud computing services
»  Discuss the abuse and nefarious use of cloud computing

The remaining paper is organized as follows. Section 1 explains what is cloud computing and also its business models.
Section 2 describes the main architecture of cloud computing and the diagram 1 in this section describes the main four
layers and the key functions of the layer. In section 3 we generally describe the main seven problems related to security of
cloud computing. In sections 4, 5, 6, 7, 8, 9, and 10 we discuss the literature of each security threat. Section 11 concludes
this paper.

2. Cloud Computing Architecture

The cloud computing architecture is divided into four layers the Resources and Network layer, Services layer, Access
layer and User layer. Here are the key functions of all the four layers [8]:
»  The Resources and Network layer manages all the resources like physical and virtual
»  The Services layer deal with all the services like SaaS, PaaS, and laaS
»  The Access layer deal with the access functions and the inter point functions
«  The User layer deal with the user functions, partner functions and the administration functions
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Figure 3: Four layers and Their Key Functions
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3. Threats to Cloud Computing

Security is one of the main concerns of cloud computing this is why the researches are more concerned about the security
of clouds. In this section, we review the main security threats related to cloud computing. These security threats can be
classified into seven main categories which are abuse and nefarious use of cloud computing, insecure application
programming interfaces, malicious insiders, shared technology vulnerabilities, data loss, account service, and traffic
hijacking and unknown risk profiles [9]. These risks are related to cloud computing. These are the main guidance risks and
organizations must know about these risks before adopting any cloud interface or services. In this section, we discuss these
seven threats.

Cloud abuse is one of the top threats of cloud computing. It is related to that situation when hackers use social media to
abuse cloud environments or a false registration process. Anyone can register with a valid credit card in a limited trial
period. The hackers can hack the real accounts and all the information related to their credit cards and accounts. SaaS and
PaaS providers are facing this type of threat [10]. The second threat is related to the insecure interfaces and Application
Programming Interfaces (APIs) where the cloud providers expose numerous interfaces especially for the customers so they
can interact and get cloud services very easily. But this comes in security threat because the availability and security of
these cloud services depend upon the security of those expose APIs and interfaces. All three models laaS, SaaS, and PaaS
are related to this security issue. The third threat is malicious insiders which is the more well-known and famous threat
among organizations. This threat is related to the information technology and the employees of cloud providers mean the
inside employees are a big threat to services and privacy [11]. They have access and they can use this access in the wrong
way. laaS, SasS, and PaaS all three service models are related to this threat. The next threat is about issues of sharing of
technology. Like the cloud providers deliver their services by sharing infrastructure. This sharing technology became the
issue of security because the customers are sharing resources, platforms. Just laaS service model is related to this threat
because it is providing share infrastructure, and platforms.

The fifth threat is data loss which is the most common threat to everything, especially for a cloud. Like data is the loss
of leak because it is stored on the unreliable media or there is no record of the larger context data. It is becoming lost or
there’s no backup of data and it got loss. Encoding decoding is another reason for data loss. Like data is lost because the
encoded files get affected by a virus or the encoding wasn’t done well. All the three service models related to this threat.
The sixth threat related to cloud security is the account or service hijacking. It is related to the hacking of users accounts or
services by using password reuse or any other technique for hijacking. If the attackers gain access to your account, eyes
drop on all your activities and redirect your clients to someone else. laaS, PaaS, and SasS all the three service models come
under this threat. Last but not the least threat is profiles of unknown persons which is a big risk to cloud providers as well
as the customers. This is also a common threat among organizations. Like the lack of information about those profiles and
don’t know their purpose [9].

3.1 Abuse and Nefarious Use of Cloud Computing

According to authors in [12], Abuse and Nefarious” is the top security threat in cloud computing. In this, any person with a
valid credit card can easily register on the cloud. There is no restriction for the registration process. So, the fraud persons
can easily register themselves pretend to be customers, and then start their fraud work. Because of this flaw, full
registration process, the attackers attack the services models and start target cloud providers. Some cloud providers offer
trial versions [12]. That is a great opportunity for the criminals to register themselves with the free version. There are many
data centers of cloud computing and each data center is located at a different location and involves many customers where a
huge amount of data exists. This will make fraud detection more difficult for cloud providers. Figure 4 shows the different
security requirements components which makes a more difficult task to handle security.

According to authors in [13], there are several major attacks connected to “Abuse and Nefarious Use of Cloud
computing”. There is an attack which is called “Host hopping”. In this attack, the hackers can easily gain illegal access to
customer’s data by attacking resource sharing characteristics of clouds e.g. storage, memory, etc. there’s a second attack
which is known as “Malicious insider and use of privileges”. In this attack, the insiders can hack or share the data which we
will discuss in the next heading. There is another attack in which the service engines compromised. Cloud providers control
this engine but sometimes it can be rented by any customer who wants to adopt the l1aaS model. Hackers can easily abuse
this engine by renting any Virtual Machines (VM) and hack the service engine from the inside and use it for their bad
purpose like accessing confidential data.
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Figure 4: Cloud Environment Complexity [13]

3.2. Malicious Insiders

Everyone is familiar with “Malicious Insiders”. According to authors [14], they are the current or former employees or any
other person who has a direct or indirect link to the services, data. They misuse the data and affect the availability,
confidentiality of the data of customers, and the cloud itself. They can easily host sensitive information to multiple clients
or leak or sell the information to other competitive business parties. These hackers can easily set up fake accounts because
they knew about all the inside things so they can sell or leak confidential information of customers [13].

3.3. Insecure APIs

Cloud providers expose different software or programming interfaces to their customers so they can easily use their
services. The all nonfunctional requirements depend upon the security of these interfaces [9]. Each cloud has its APls
which need to be installed before using that cloud services. these APIs get affected by HTML, XML, and Denial of service
attacks (DDOS) [15]. But DDOS attacks are more dangerous than all other attacks because in this all resources are placed
at a single place so distributors can easily attack all the resources at a single time. So, these insecure APIs make the cloud
vulnerable to different types of security attacks [16].

3.4. Shared Technology Vulnerabilities

The cloud environment is based on sharing infrastructure [9]. Many users are sharing the same technology at same time. So
basically, there is a hypervisor which acts as a mediator between guest Many users are sharing the same technology at the
same time. So basically, there is a hypervisor that acts as a mediator between the guest Operating System and the physical
interfaces. All the users are on the top layer of that hypervisor. So if the hypervisor security became compromised the entire
cloud will get affected [16]. Security and availability of the cloud depend on the security of these APIs. For the security of
cloud services, these vulnerabilities should be checked before delivering the cloud services to customers [17].

3.5. Data Loss

Here comes the data loss issue in cloud computing. Data loss can be in many forms such as deletion of data, didn’t make
the backup of data or data moving in the data centers and lost in the way, etc. it will be difficult to retrieve the data or get
track of the data [18]. There is another challenge which is basically a major challenge related to data. All the data placed on
the data centers and sometimes the hacker’s direct attack the datacenters to destroy the whole data center or to shut down
the servers. Hackers use different approaches to attack the data centers like put a virus in one file which corrupts the whole
system or leaks the data so the customer's confidentiality and clouds image became compromised and the competitors can
easily get the benefits from this bad situation [19].
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3.6. Account or Service Hijacking

Accounts or service hacking is a common threat in any kind of model. There are different methods to hack the accounts like
cracking passwords, malicious insiders leak or sell the confidential information to hackers or competitors, etc., Through
this attacker can easily get access to the critical areas and the confidentiality, reputation of clients and cloud providers
became compromised [20]. There is another way of hijacking account by using native APIs for login and anyone can easily
register himself and hack the account [21].

3.7. Unknown Risk Profile

Before adopting any cloud interface, the user must gain some knowledge about that cloud. After adopting the cloud
services, the user must know where their data and related logs are stored because there is a big challenge of unknown risk
profiles [22]. According to authors [23], Security must not be lost between the benefits of hardware and software. Because
if that happens, the risks of unknown profiles will come because customers don’t know about the code updates, how their
data and logs are stored and who has access to them, etc. [24].

Conclusion

Nowadays Cloud computing is the most thing in information technology. Everything is on the cloud and people can easily
access it from anywhere through the internet. So, all the big organizations are using these services. But it has many security
issues. In this paper first, we discussed in detail what is cloud computing. Then we discussed cloud computing architecture
in detail. Its three service models SaaS, PaaS, and laaS. Then cloud computing deployment models Public, Private and
Hybrid and then five major and essential characteristics of cloud computing models e.g. on-demand self-service, broad
network access, resource pooling, rapid elasticity, and measured service. And at last, we surveyed the seven major threats
related to cloud computing whichever organization should know before going on any cloud. We present a survey that
covered these seven major threats related to cloud computing.
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